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Abstract

Data format incompatibility is a significant cause of cloud
incidents during distributed system upgrades, often result-
ing in severe consequences such as data corruption and ser-
vice unavailability. A majority of such bugs are only dis-
covered post-release, largely due to the lack of automated
testing techniques tailored specifically for the upgrade pro-
cess. Traditional automated test generation methods face a
unique challenge when applied to upgrade testing: the high
cost associated with upgrading distributed storage systems
due to system initialization. Therefore, the accurate selection
of potential failure-inducing tests from the extensive pool of
automatically generated tests becomes critical.

In this work, we address this problem by proposing a novel
approach to prioritize upgrade tests through analyzing data
format properties over transitively persisted states: program
states that are persisted to disk, directly or indirectly, through
chains of memory copies by the old version, and eventually
read by the new version after upgrade. Because data format
incompatibility bugs happen due to translation errors of such
states across versions, transitively persisted states satisfying
unique data format properties related to changed data formats
are particularly essential for testing.

We build a likely invariant analysis engine that captures
such properties as feedback for seed test selection in UPFUZZ,
the automated testing engine for the distributed storage sys-
tem upgrade procedure. UPFUZZ has detected 15 previously
unknown upgrade failures caused by data format incompati-
bilities in the latest stable versions of Cassandra, HBase, and
HDFS; developers have confirmed 8 of them. 7 are triggered
exclusively with UPFUZZ’s data format analysis. The detected
bugs have severe consequences, with 6 crashing the cluster
and 4 causing data loss or corruption.

1 Introduction
Modern data center workloads heavily rely on distributed
storage systems such as distributed file systems [40, 70] and
databases [4, 28, 31] to manage critical data. These systems
must therefore be correct.

There is extensive research on addressing the traditional
challenges of developing distributed systems, such as ensur-
ing correctness under diverse interleavings or in the presence
of faults [45, 57, 66, 73, 77, 78, 87]. However, modern dis-
∗Work done as a remote research intern at Purdue University.

tributed system implementations evolve continuously, intro-
ducing challenges that are largely orthogonal to those tradi-
tionally studied. Developers continuously add new features,
improve performance, and fix bugs, leading to frequent pro-
duction upgrades (e.g., in large data centers, thousands of
distributed system upgrades are routinely observed in a single
day [68]). Consequently, developers must implement upgrade
mechanisms that correctly migrate large and complex states
of distributed systems across versions while considering the
myriad combinations of states that the system might be in.

Recent work [80] has shown that subtle inconsistencies in
the expected format of the system state are a major cause of
cloud incidents during distributed system upgrades, account-
ing for almost two thirds of the distributed system upgrade
failures. Such bugs, which we refer to as data format in-
compatibility bugs (DFI bugs), often result in severe conse-
quences such as data loss and corruption, as well as large-scale
service unavailability [80]. For example, on June 12, 2025,
Google Cloud experienced a massive outage that impacted
1.4 million users [12]. The root cause was an inconsistency in
the data format of policy data structure between the old and
new versions of a control service. Similarly, the 2024 Crowd-
Strike global outage crashed 8.5 million systems and was also
caused by a format inconsistency during an upgrade [1].

To test for upgrade bugs, developers [4, 70] often write
upgrade tests; however, these tests are manually written and
generally test only very limited upgrade scenarios. One recent
work, DUPTester [80], aims to automate test generation for
upgrades, but relies on transforming existing stress tests and
unit tests; thus, it inherits the limitations of the manual tests.

The key challenge in testing for upgrades in a distributed
system is that the upgrade operation is exceptionally expen-
sive. In fact, while distributed systems can often execute hun-
dreds of thousands of typical operations per second (e.g., put
or get operations in a key-value store), an upgrade opera-
tion may take tens of seconds or even minutes to complete.
This poses a massive challenge for automated testing systems,
which have to explore the vast state space and apply upgrades
on each state to check for failures.
TPState: program states closely related to DFI bugs (§4).
To address this challenge, we propose a novel approach to
prioritize system states more likely to expose data format
incompatibility bugs (DFI bugs) in automated testing. Our
key insight is that DFI bugs occur when applications fail
to correctly translate, during upgrades, persisted in-memory
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state, whose in-memory representation’s specification (e.g.,
class definitions) changes across versions. Such a state, which
we term Transitively Persisted State (TPState), is a subset
of the program state (e.g., an integer, a string, or a buffer)
persisted to external storage directly or transitively through
chains of memory copies at one point in time during execution.
Collectively, TPStates persisted during the entire execution
produce the program’s persisted state, which eventually will
be read by the new version after an upgrade. These persisted
subsets of program state are organized in memory as memory
reference graphs (e.g., the in-memory representation of a
database table). When the specification of such in-memory
representation changes between versions (indicating a data
format change), they require careful transformation that is
prone to errors. Therefore, tests that produce a diverse set of
such states are especially valuable for uncovering DFI bugs.
Figure 1 shows these target states.

Specifically, we design Transitively Persisted State Analy-
sis to identify tests generating special, previously unexplored
TPStates whose format has been changed (thus, prone to DFI
bugs), and prioritize tests that generate such TPStates during
feedback-based fuzz testing [2, 3, 13, 17, 24, 37, 62].
Selective TPState Property Analysis: a new feedback for
DFI bugs (§5). Traditional state-based feedback fuzzing suf-
fers from the state explosion problem [37]: simply rewarding
fuzzers for exploring new states has proven counterproduc-
tive in practice, leading to lower bug detection rates. This is
because for non-trivial applications, the number of program
states is effectively infinite. To reduce the states while pre-
serving the fuzzer’s ability to trigger DFI bugs, we design the
following novel techniques to analyze TPState selectively:
• Selective TPState Monitoring (§5.1). TPStates contain sub-
sets of program states frequently accessed throughout a sys-
tem’s codebase, as they often represent critical system com-
ponents (e.g., database tables). Monitoring them at every lo-
cation where they are accessed introduces unaffordable over-
head and could represent the persisted state inaccurately, as
they might be modified before eventually serialized to disk.
We design program analysis techniques to (1) identify such
transitively serialized subsets of program states and (2) the
program location between their modification and serialization
sites, where we selectively insert TPState monitors.
• Selective Property Inference (§5.2). Not all properties
of TPState affect the translation (i.e., serialization and de-
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Figure 2: Overview of utilizing TPState Analysis in upgrade fuzzing.

serialization) process during upgrade. From an empirical
study of real-world DFI bugs, we derive a taxonomy of tem-
plates of data format properties that directly affect data
transformation. We then infer properties using these tem-
plates, prioritizing those that are closer to modified format
specifications (e.g., changed class definitions) by reference
distance, as they are more likely to impact state translation.
• Selective Structural Conjunction (§5.3). A characteristic of
DFI bugs is that they often arise under conjunctive properties
of TPStates, where multiple independent properties simul-
taneously hold within a single data instance. For instance,
a real-world DFI bug [9] was triggered only when a single
table contained both a dropped column and multiple indexes,
rather than two separate tables each satisfying one of the
properties. We term such cases structural property conjunc-
tion: conjunctions of properties observed on program states
when traversing a data instance’s memory reference graph
(e.g., a database table’s memory reference graph contains its
metadata, rows, columns, and cells). However, structural con-
junction results in exponential state-space growth, and are
typically not supported by existing techniques [25, 36]. To
bound the state space, we implement a new property moni-
toring engine supporting structural property conjunction as a
first-class citizen with widely adopted optimizations includ-
ing temporal and spatial state reduction, as well as a new
frequency-based conjunction reduction strategy to selectively
apply conjunction to infrequently observed properties.
UPFUZZ: a fuzzer built on the TPState analysis results
(§6). We integrate our techniques in UPFUZZ, the first
feedback-based fuzzing engine for testing cross-version data-
format compatibility of cloud storage systems during up-
grades. Figure 2 shows the overview of our proposed ap-
proach. UPFUZZ generates configurations for the target dis-
tributed system and the tests to be executed in the cluster.
Each test includes a sequence of user-level commands sched-
uled to be executed by different nodes in the cluster. The
fuzzing engine collects TPStates and analyzes their data for-
mat properties. UPFUZZ leverages TPState analysis in two
ways: (1) it prioritizes mutating tests that generate TPStates
with uncommon data-format properties, and (2) it decides
whether to run the costly upgrade based on whether a test
exhibits interesting TPState properties.

UPFUZZ has uncovered 15 previously unknown DFI bugs
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in the latest stable versions of Cassandra, HBase, and HDFS,
with 8 of them confirmed and 3 fixed. Note that Cassandra,
HDFS, and HBase have on average about one cross-version
data format incompatibilities reported each year, but they of-
ten have severe consequences and are extremely difficult to
discover [80]. Among the 15 DFI bugs discovered by UP-
FUZZ, 6 of them cause cluster crash and 4 of them cause data
corruption or data loss. UPFUZZ has also detected 7 upgrade
failures due to logic errors or concurrency bugs (i.e., in total 21
upgrade bugs). Our evaluation also demonstrates significant
advantages for UPFUZZ with TPState analysis over traditional
approaches. Among the detected DFI bugs: 7 were triggered
exclusively when UPFUZZ’s TPState analysis was enabled,
3 were triggered faster, 3 showed comparable speed, and 2
experienced small slowdowns. Compared to traditional feed-
back1, UPFUZZ reveals on average 11% more states related
to data format incompatibility and achieves a 4.7× speedup
in reaching the same number of such states.
Summary. The paper makes the following contributions:
• We propose Selective TPState Analysis to target upgrade-

relevant persisted states whose formats change across ver-
sions, while controlling state explosion.

• We build UPFUZZ, a feedback-driven upgrade testing
framework that uses TPState properties to guide explo-
ration and to skip unnecessary upgrade checks.

• We evaluate UPFUZZ on three popular distributed storage
systems and find 15 previously unknown DFI bugs.

UPFUZZ is publicly available at https://github.com/
zlab-purdue/upfuzz

2 Background
In this section, we provide background on (1) data format
and its role in distributed system upgrade failures, as well
as state-of-the-art and challenges in (2) upgrade testing in
distributed systems and (3) feedback-based fuzzing.
Data Format in Modern Distributed Systems. Data formats
define how data is structured and interpreted, such as the tree-
like format of XML [19] or the tabular format of CSV [10].
For programs to exchange data successfully, they must adhere
to the same format specifications. Unlike standardized for-
mats such as XML or CSV, modern distributed systems often
employ customized, system-specific data formats tailored for
performance or scalability. These formats evolve frequently
across versions and lack explicit specifications, resulting in
particular difficulty in checking their consistency across ver-
sions. During upgrade, the new version needs to transform
data generated by the old version to the new-version format.
Thus, inconsistencies in such data formats across versions can
introduce severe failures [71, 80].
1To ensure a fair comparison, we implemented UPFUZZ baseline version
(with traditional feedback) using state-of-the-art fuzzing techniques, includ-
ing grammar-aware input mutation [11, 82], configuration mutation [85],
and stateful fuzzing [23,86]. UPFUZZ has uncovered a total of 38 previously
unknown bugs, 18 of which have been confirmed.

1 /* Create a table with a composite key. */
2 CREATE TABLE t (k1 INT, k2 INT, v1 TEXT, v2 TEXT,
3 PRIMARY KEY (k1, k2));
4 /* Insert 2 rows with the same k1. */
5 INSERT INTO t VALUES (0, 1, 'a..', 'b..');
6 INSERT INTO t VALUES (0, 2, 'c..', 'd..');
7 /* Drop the column v2 of the table */
8 ALTER TABLE t DROP v2;
9 /* Read the first row. */

10 SELECT * FROM t WHERE k1=0 and k2=1;

Figure 3: A test that triggers Cassandra-13939, a real-world fail-
ure when upgrading Cassandra from 2.2 to 3.0.

Distributed System Upgrade Testing. A recent study [80]
reveals that most distributed systems do not have dedicated up-
grade test facilities, and develops DUPTester, a testing tool for
distributed system upgrade. For every pair of versions to test,
old and new, DUPTester tests three upgrade scenarios includ-
ing full-stop upgrade, rolling upgrade, and new-version nodes
joining an old-version cluster. DUPTester utilizes the target
system’s stress tests and integration tests as testing workloads,
and uses error log messages, exceptions, and crashes as test
oracles to detect upgrade failures. However, DUPTester’s re-
liance on manually crafted stress and integration tests limits
its effectiveness. As a result, it can only trigger one-third of
their studied upgrade failures [80]. Our evaluation also re-
veals DUPTester’s inefficiency in exposing DFI bugs (details
in § 7). This highlights the necessity for developing automated
upgrade test generation techniques.
Feedback-Based Fuzzing. The recent development of
feedback-based fuzzing tools [2, 3, 13, 17, 24, 29, 30, 37, 39,
41–43, 46, 49, 53, 58, 62, 64, 65, 69, 74–76, 79, 81], such as
AFL [3] and Syzkaller [17], has been proven to be effective
in automated test generation. These tools repeatedly execute
the target program with randomly generated program inputs,
and use collected information about the program execution,
which is called feedback, to guide future input generation.
Therefore, their effectiveness heavily relies on feedback met-
rics and test throughput (i.e., frequency of the feedback loop).
Our experience shows that feedback-based fuzzing faces two
challenges when applied to the distributed system upgrade
procedure: (1) the slow nature of the distributed system up-
grade procedure results in low test throughput and prohibits
the efficacy of traditional fuzzing2; (2) existing feedback met-
rics [3, 22, 33, 37, 63, 72] collect general coverage or state
information during execution, and as a result, they fail to re-
ward test executions that are likely to produce data triggering
DFI bugs, often rewarding unrelated behaviors instead (details
in §3). Both challenges highlight the need to develop metrics
more sensitive to upgrade-specific behaviors.

3 A Real-World DFI Bug Example

In this section, we present a real-world DFI bug in Cassan-
dra [4], a widely-deployed distributed key value store, to show
the insufficiency of traditional feedback. We use this bug as a

2Appendix A studies the cost of distributed storage system upgrade.
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Figure 4: Persisted data in different tests in Cassandra-13939. In
(c), the last_ptr is not updated correctly.

running example in this paper to illustrate the intuition behind
our solution (§4) and the design of specific techniques (§5).
Cassandra-13939 [9] is an upgrade failure caused by

data format incompatibility, the buggy state of which cannot
be captured by existing coverage-based and state-based feed-
back metrics. Figure 3 shows a simplified test triggering it. It
inserts two rows with specific keys, drops the last column, and
selects the first row. On any version of Cassandra, the SELECT
command correctly retrieves only the first row. However, if
the test is run on Cassandra 2.2 and the system is upgraded to
version 3.0, issuing the same SELECT command on version
3.0 incorrectly returns both rows.
Root Cause. Cassandra has two different organizations of
tables: row-based and cell-based. In row-based tables, each
row is stored as a single record in the table. In contrast, cell-
based tables store each cell (i.e., column name, value, and
timestamp) as a separate record in the table, sorted by column
name and then timestamp. In addition, as shown in Figure 4,
Cassandra partitions tables into index blocks (referred to as
IndexBlk) to support efficient search.

In Cassandra-13939, the system is upgraded from Cassan-
dra 2.2, which uses a cell-based table layout, to Cassandra
3.0, which adopts a row-based layout that reduces metadata
duplication and enables faster batched access. As shown in
Figure 4 (a) and (b), in Cassandra 3.0’s deserialization pro-
cess, when parsing data written in the old-version cell-based
table format, the system can determine the end of the current
row only when the current pointer (curr_ptr) reaches the first
cell of the next row. Then, it uses the backtracking pointer
(last_ptr) to check whether the end of an index block has been
reached. However, if the row ends at the block boundary and
its last column is dropped (Figure 4 (c)), the system fails to
update last_ptr correctly, which is the bug. Thus, the system
incorrectly concludes that the last row (row1) has not ended,
and incorrectly continues to read row2 for SELECT command.

Figure 5 shows the simplified code snippet of Cassandra

1 public Row selectRow(InputStream in) {
2 if (last_ptr >= currentBlock.endOffset)
3 currentBlockIdx++;
4 if (currentBlockIdx > lastBlockIdx)
5 return null;
6 return deserializeRow(in);
7 }
8

9 public Row deserializeRow(InputStream in) {
10 Row r = new Row();
11 RowHeader h = deserializeRowHeader(in);
12 for (int i = 0; i < h.rowSize; i++) {
13 Cell c = deserializeCell(in);
14 if (c.isDropped())
15 continue; // BUG
16 r.addCell(c);
17 last_ptr = in.curr_ptr; // BUG
18 }
19 return r;
20 }

Figure 5: Simplified code of Cassandra 3.0 deserialization.

3.0 deserialization. Function selectRow() is invoked itera-
tively by the SELECT command in the test in Figure 3. If the
update to last_ptr at line 17 is skipped due to a dropped
cell (line 15), the check of last_ptr at line 2 would return
false in the next invocation to selectRow(), causing the
check of currentBlockIdx at line 4 to return false, and,
thus, continue to read the next row (row2) incorrectly.

Developers fixed this bug by explicitly accounting for the
dropped cell when computing last_ptr, so the new-version
deserializer can correctly detect the end of the current row.
Insufficiency of Coverage-Based Feedback. Typical fuzzing
tools [3, 17, 24] rely on branch coverage as feedback to gener-
ate tests, but, unfortunately, the bug-triggering conditions are
not reflected in branch coverage.

To trigger Cassandra-13939, two conditions3 need to be
satisfied: 1 the last row to read ends at the boundary of an
index block, and 2 the last column is dropped. A test that
satisfies condition 1 is shown in Figure 4 (a), and this has the
same branch coverage during deserialization as a test has a
row exceeding an index block, as shown in Figure 4 (b). Since
Cassandra 2.2 is cell-based, it could have a row split across
two blocks (row1 in Figure 4 (b)). In this case, if a read is
indeed reading two rows, when it peeks row2, both branches
at line 2 and line 4 take the same direction as in Figure 4 (a).
Moreover, condition 2 is not reflected in branch coverage
either because dropping any cell results in the same branch
coverage in deserializeRow().

Branch coverage in the old-version serialization code does
not capture these conditions either: as shown in Figure 6,
Cassandra 2.2 serializes a ColumnFamily (i.e., a table) cell by
cell at line 9 and creates index blocks when the accumulated
size exceeds a configured index block size at line 13, and
then serializes all index blocks at line 20. Branch coverage
cannot capture whether a row ends at an index-block boundary,
because the serialization process does not have the concept
of row. It also cannot capture the presence of dropped cells,
3We use satisfied conditions and observed properties interchangeably.
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1 public void serialize(ColumnFamily cf) {
2 CFIndex index = serializeCF(cf);
3 // TPSTATE MONITOR
4 serializeIndex(index);
5 }
6 // Serialize the table and create index blocks.
7 public CFIndex serializeCF(ColumnFamily cf) {
8 CFIndex ret = new CFIndex();
9 for (Cell c : cf.cells()) {

10 serialize(c, this.output);
11 size += c.size();
12 if (size >= Config.blockSize()) {
13 ret.add(new IndexBlk(...));
14 size = 0;
15 }
16 }
17 return ret;
18 }
19 // Serialize the index blocks.
20 public void serializeIndex(CFIndex index) {
21 for (IndexBlk i : index.getBlocks())
22 serialize(i, this.output);
23 }

Figure 6: Simplified code of Cassandra 2.2 serialization.

as they are serialized in the same way as non-dropped ones.
Insufficiency of State-Based Feedback. The state-of-the-
art state-based feedback metric [37] monitors likely invari-
ants [36] over directly accessed program variables within the
same basic block. Unfortunately, the program states com-
pared in both conditions are only indirectly referenced within
a function (serialize() at line 1 in Figure 6), but there are
no directly accessed variables within the same basic block
that can capture these two conditions.

4 Motivation of Proposed Approach
Since upgrade operations are extremely expensive, it is crit-
ical to guide testing towards persisted states more likely to
trigger DFI bugs. In this section, we explain our core idea by
illustrating how it captures the bug-triggering conditions in
the motivating example following two observations:
Observation 1: Data format properties of persisted state that
affect the deserialization process are typically preserved in
their in-memory representations.
As shown in Figure 7, the two required conditions to trigger
Cassandra-13939 can be observed as properties of the table
and index in-memory data structures which will be persisted
to disk during the serialization process (Figure 6). These prop-
erties can be expressed using the following logical predicates
(a==b denotes Objects.equals(a,b) when applied to ob-
ject references). The corresponding class definitions for tables
and index are shown in Figure 8:
1 ∃ i ∈ index.indexBlks,

i.end == cf.metadata.columns.last
This predicate states that an index block ends at the last
column; equivalently, a row ends at a block boundary.

2 ∃ c ∈ cf.metadata.droppedColumns,
c == cf.metadata.columns.last
This predicate captures the dropped column being the last
in the table.

CFMetaData

Column

CFIndex

Columns

ColumnFamily

k1 k2 v1 k1 k2 v1v2 (DROP) v2

row1 row2

IndexBlks

Memory

columnsdroppedColumns endstart

     Equal 2

Disk

block1 block2

...

... ...

     Equal 1

Figure 7: Incompatibility-related format patterns on disk ( 1 , 2 )
can be captured by observing properties of the table and index in-
memory data structure in Cassandra-13939.

// Database Table
class ColumnFamily
CFMetaData metadata;
Array<Cell> cells;

class CFMetaData
Set<ColumnDef> columns;
Set<ColumnId> droppedColumns;

class ColumnDef
ColumnId name;

// Index
class CFIndex
List<IndexBlk> indexBlks;

class IndexBlk
Cell start;
Cell end;

class Cell
ByteBuffer value;
ColumnId name;

Figure 8: Cassandra 2.2 data structures of the table and index.

Surprisingly, it is not obvious what program states will be
persisted by solely examining the serialization function. For
example, though table metadata is involved in both bug-
triggering conditions, the serialization function of a table
(serialize() at line 1 in Figure 6) only serializes the table
and its index, but not its metadata. Instead, in Figure 11, the
table’s metadata is serialized to be stored as cells in system
tables and will be persisted transitively to disk when system
tables are serialized.

Following the definition of transitive relation [18], we re-
fer to subsets of program state serialized to external storage
directly or transitively, through in-memory data copy and se-
rialization, as Transitively Persisted State (TPState).
Observation 2: Modifications to the specification (i.e., class
definition) of persisted states’ in-memory representation re-
flect corresponding changes in the underlying data format.
Figure 9 shows that condition 1 involves a class definition
change across versions: the type of data member .end is
changed. This data format change is directly related to the root
cause of the failure: in the new version, ClusteringPrefix
is an identifier for an entire row, preventing an IndexBlk
ending in the middle of a row.

Therefore, although Cassandra lacks a formal specification
of the on-disk data formats for tables and indexes across
versions, we can leverage modifications of their in-memory
specifications to guide testing.
Our Approach. The observations inspire us to guide fuzz test-
ing towards program states with incompatible cross-version
data formats by monitoring data format properties over TP-
States whose class definitions are changed across versions.
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class IndexBlk
Cell start;
Cell end;

class IndexBlk
ClusteringPrefix start;
ClusteringPrefix end;

Figure 9: Difference of index between Cassandra 2.2 and 3.0.

5 Transitively Persisted State Analysis
Since the massive number of program states renders state-
based feedback fuzzing ineffective [37], we carefully design
a TPState Analysis that selectively monitors program states
while preserving the ability to trigger DFI bugs. This section
introduces our methods for: (1) selecting subsets of program
states and their monitoring locations, (2) choosing data for-
mat properties to monitor, and (3) efficiently inferring these
properties while supporting structural property conjunction.

5.1 Selective TPState Monitoring
In this section, we introduce our selective TPState monitoring
approach by addressing two questions: (1) how to identify
TPStates, and (2) where to monitor TPStates.
How to identify TPStates. As defined in §4, TPStates are se-
rialized directly or transitively to persisted storage. We use the
following transitive serialization analysis to capture TPStates:

We perform an inter-procedural static backward data flow
analysis starting from the parameters of invocations to anno-
tated disk I/O operations (e.g., OutputStream.write() in
Java). For each data flow, the backward tracking ends at (1) ini-
tialization statements (e.g., new) or (2) non-copy assignment
statements whose right-hand side is an expression involving
multiple variables (e.g., a = b + c). If the accessed field
field is a buffer (e.g., ByteBuffer in Java), we continue
tracing the program states serialized into that buffer. For exam-
ple, as shown in Figure 11, because every table’s metadata is
serialized to be stored in cells’ byte buffers and later serialized
transitively to disk, we annotate in-memory buffer serializa-
tion functions ByteBufferUtils.serialize() and trace
data flow across them – establish a data flow from cd.name
to cell.value at line 5. Finally, when this adapted data flow
analysis stops, it reports the data types (signature of classes
and data members) encountered as the result.

Since TPStates are subsets of program state serialized to
disk, and these subsets of program state are organized as
reference graphs in memory, we also infer their specifica-
tions (i.e., class definitions): During the backward data flow
analysis, for field (data member) access assignments (var =
obj.field), we also track the parent object obj. For the mo-
tivating example, the analysis captures all the classes and their
data members referenced by tables and indexes in Figure 8.
Where to monitor TPStates. TPStates are frequently ac-
cessed throughout the target system’s codebase, as they often
represent critical system components (e.g., tables). Monitor-
ing such states at every location they are accessed is imprac-
tical and could represent the disk state inaccurately, as they
might be modified before they are eventually serialized to
disk. We aim to cover all upgrade-relevant TPStates that are
eventually persisted, but selectively choose how to capture

properties that reflect what is actually persisted while avoid-
ing pervasive instrumentation on hot paths that would reduce
fuzzing throughput and dilute the feedback signal.

  ...  
Allocation Modification Serialization GC

Monitor

Figure 10: Life cycle of transitively persisted states.

Figure 10 shows the life cycle of TPStates. After being
allocated in memory, it will be modified and serialized (po-
tentially multiple times) before garbage-collected. We insert
a monitor in between modification and serialization. Metrics
inferred during this phase reflect the state at the point of its
conversion into disk format.

We perform an inter-procedural backward control-/data-
flow analysis on top of Soot [16, 61] compiler framework, to
identify such monitoring points by locating the merge point
of the control flow from TPStates’ modification site and its
serialization site. The analysis first identifies the modification
sites of TPStates: assignment statements to data members and
item insertion into the collections belonging to the transitively
persisted states (e.g., line 13 in Figure 6). Starting from a
TPState’s modification sites and sink disk I/O operations, it
performs a backward control flow analysis to find where the
control flow merges in the call graph of the target system. For
example, in Figure 6, suppose line 22 is the disk I/O operation
that writes IndexBlk (items in CFIndex) to the output stream
(in the authentic Cassandra implementation, the write to disk
happens in its callee function) and line 13 is the statement that
modified CFIndex, we insert a monitor for the index object
(all program states reachable in index’s reference graph) at
line 3. This merge point analysis ensures that the monitor is
placed on the execution path after modification and before
serialization of the TPState (CFIndex index). The detailed
algorithm is in Appendix C.

Reference aliasing needs to be resolved in order to de-
termine whether a modification site is modifying the state
that will be written by a sink disk I/O operation. We adopt a
conservative approach: any assignment to the data member
identified with its signature (T.f assume obj is of type T)
and any insertion to a collection with the same type (e.g.,
List<Integer>) will be considered a candidate modifica-
tion point, and if later in the backward analysis the reference
of object or collection used in the modification statement is
possible to be an alias of the object (obj) or collection (c)
being serialized, we conservatively consider the object or col-
lection may be modified and mark the candidate modification
point as a modification point.

5.2 Selective Property Inference
In this section, we introduce our selective property inference
by answering two questions: (1) What kinds of data-format
properties should we infer? (2) How to associate data format
properties with data format changes?
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1 public void serialize(CFMetaData md) {
2 for (ColumnDef cd : md.columns)
3 systemTable.addCell(
4 new Cell(
5 "name", ByteBufferUtils.serialize(cd.name))
6 );
7 for (ColumnId ci : md.dropColumns)
8 systemTable.addCell(
9 new Cell(

10 "drop_cols", ByteBufferUtils.serialize(ci))
11 );
12 }

Figure 11: Simplified code of CFMetaData serialization.

Property Type Examples # %

Boundary xoffset ≥ b; INV(seq.first/seq.last) 8 23%
Special Value x=0; x=null; x.length()= 1 13 37%
Equivalence object.equals(x,y) 6 17%
Type x.getClass() ∈ {τ1,τ2, . . .} 11 31%

Structural Conj INV1(x.f1)∧INV2(x.f2) 12 34%
Value Conj INV1(x)∧INV2(x) 4 11%

Total 35

Table 1: Taxonomy of data format properties’ templates. INV(x)
represents a property over x. The sum of # and % exceed the total
number and 100% respectively, because one property could belong
to multiple types (e.g., a special value on the boundary). The # of
conjunctions represents the # of properties that need to be joined
conjunctively with additional properties.

What data format properties to monitor. To understand
what properties over TPStates reflect data formats, we sam-
pled and studied 12 upgrade failures induced by DFI bugs
across widely-deployed distributed systems, following the
bug-collection methodology in [74] to collect bugs from 2018
to 2022. For each case, we derived bug-triggering properties
as predicates over TPStates the same as in Cassandra-13939
(§4), resulting in a total of 35 data format properties. We
categorize them according to their semantic meanings and
how they can be monitored, and derive a set of property tem-
plates that can be used in automated property inference in
Table 1. We describe our techniques to infer them efficiently
in §5.3. Note that our study cannot cover all possible data for-
mat properties, but our analysis shows they cover conditions
checked during parsing in almost all data types in generic
data description languages [38] (Appendix D).

• Boundary Property checks whether the current offset has
reached a boundary (xoffset ≥ b) or another condition is re-
lated to the item residing on the boundary INV(seq.first/last)
of a sequence. It captures incorrect computation of boundaries
during parsing, such as off-by-one mistakes.

• Special Value Property checks special values (e.g., 0, null) of
serialized variables, as well as the size of serialized sequences
and collections. It captures corner cases of variable values
and structures that impact translation, such as index corner
cases (empty vs. single-element collections).

• Equivalence Property checks whether two variables are
equivalent using (object.equals(x,y)). It captures seman-

tic equivalence of serialized states that are critical during data
format translation, such as the equivalence between the index
boundary and dropped column in the motivating example.
• Type Property checks whether a previously unobserved
type of TPState is serialized, which will directly result in a
previously unobserved data format on disk.
• Conjunction4 checks and captures corner cases when multi-
ple properties must hold simultaneously over the same vari-
able (i.e., value conjunction), such as x!=0∧x!=1 and the
reference graph rooted at the same object (i.e., structural con-
junction), such as INV1(x.f1)∧INV2(x.f2).
How to relate properties to format changes. Although TP-
State analysis reveals format-related properties of program
states, they do not determine which formats have changed or
which data needs to be translated across versions. We address
this by identifying modified type definitions – termed Ver-
sion Diff – and using them to steer exploration toward format
changes that may require data translation.

We compare the class definitions of TPStates identified in
§5.1 across versions (e.g., Figure 8), examining (1) whether
each class definition exists and (2) whether the data mem-
bers of a class are changed (e.g., removal, name change, type
change). During the testing phase, when a previously unob-
served data format property is detected, we check its asso-
ciated reference chain (e.g., CFIndex.indexBlks[0].end
in Figure 12 (a)), and use the number of references between
the program state monitored by the likely invariant and the
closest version diff as the reference distance, and prioritize
states with a smaller reference distance.

For example, in Cassandra-13939, condition 1 i.end
== cf.metadata.columns.last involves a data format
changed across versions: the type of data member .end is
changed from Cell to ClusteringPrefix as in Figure 9.
Because i.end’s type is changed across versions and i.end is
the object being monitored, the reference distance is 0, indi-
cating that this previously unobserved property is strongly
associated with changed data format.

We adopt an exponential probabilistic model to priori-
tize tests involving states close to the changed data formats:
P(N) = c · e−kN where N is the reference distance, and c and
k are constants. The rationale is that larger distances imply
weaker relevance to the format change, thereby rapidly de-
creasing the probability of selecting a test as the distance
increases. We find setting c = 0.8 and k = −0.5 provided
effective prioritization in practice.

5.3 Efficient Property Inference with Selective
Structural Conjunction

To infer data format properties over TPStates, we adopt a
widely used approach for automatically uncovering properties
of program states called likely invariant inference [36]. Such
4We do not list disjunction separately, because it simply denotes that a
TPState can satisfy one among multiple properties, which applies to all data
format properties by default.
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techniques monitor program executions and infer invariants
that are likely to hold. These likely invariants are derived
from finite executions and are not always guaranteed. When
an inferred likely invariant is violated, it signals the discovery
of a previously unobserved program behavior. Thus, we also
refer to data format properties as data format likely invariants.
A violation does not imply a bug; it marks the execution as
interesting for further exploration and for downstream cross-
version checking. This signal is sound as a novelty detector
as it reliably indicates "not seen before".

However, existing likely invariant inference engines by de-
fault do not infer structural conjunction of likely invariants,
due to the combinatorial explosion of possible conjunctions
when applied to real-world programs [25]. In this section, we
describe our new likely invariant inference and monitoring
engine that scales to real-world distributed systems.
Summarize TPStates into likely invariants. Specifically,
our inference engine infers data-format likely invariants over
transitively persisted states and their structure – the object
reference graph (ORG), obtained by systematically unfolding
all data structures encountered when traversing an object’s
data members (object refers to an object in Java or a memory
reference in other languages). Violations of likely invariants
indicate previously unobserved data format properties and
enable systematic exploration of data format.

As shown in Figure 12 (b), for each ORG monitored at a
location, we construct pattern graphs which summarize the
violated likely invariants observed for this ORG. For example,
because the CFIndex’s ORGs never have null in any of its
IndexBlk’s .start field, the engine learns a likely invariant
val! = null and labels it in the corresponding position in the
pattern graph. Similarly, because an Equal relationship is ob-
served between the CFIndex’s and ColumnFamily’s ORGs,
the pattern graphs record a satisfied Equivalence Likely Invari-
ant in the corresponding positions (Equal Once in Figure 12
(b)). Because data format properties typically exist among
TPStates serialized close to each other, we only infer binary
likely invariants for (1) (temporal locality) objects serialized

within a temporal serialization window (i.e., object reference
graphs serialized within the same function invocation are con-
sidered within the same serialization window) and (2) (spatial
locality) data members that can be reached within a limited
depth (default set to five).
Structural likely invariant conjunction A unique feature
in our likely invariant inference engine is to perform likely
invariant conjunction at object level, as structural conjunction
is needed in 34% of our studied properties. For example, our
motivating example happens only if both required properties
are observed in the same table. Therefore, the conjunction
of the two likely invariants over the same object (i.e., table)
captures the failure-inducing state accurately.

Specifically, we capture them by recursively applying a con-
junction operation across all likely invariants violated within
an object’s data members, and the analysis extends to the
data members of each respective member, provided that they
are identified as TPStates. Figure 12 (c) shows that multiple
pattern graphs are maintained at each monitoring location
(PG and PG’ in Test2) and they are used to distinguish when
multiple properties are observed in the same ORG (Test1) and
different ORGs (Test2).

To avoid excessive memory overhead, we avoid duplicat-
ing the shared structural information among pattern graphs
(e.g., reference edges). Instead of storing complete pattern
graphs, we assign a unique identifier to each vertex (in a class’
reference graph) and invariant, and represent each instance
as a set of < vertex_id, invariant_id > pairs. This design also
enables fast pattern graph comparison using set comparison
instead of costly graph comparison.
Frequency-based conjunction reduction Unfortunately,
structural conjunction results in the potential exponential
growth in the combinations of violated likely invariants within
a single test, leading to a "corpus explosion" where a large
number of tests are deemed significant for upgrade, thus ren-
dering the feedback metric ineffective.

Based on the insight that likely invariants that are violated
infrequently are more interesting to test, we measure each
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Figure 13: Overview of UPFUZZ architecture.

invariant’s violation frequency and perform conjunction for
those with low violation frequency. For example, property 1
– a row ending at an index block boundary – is observed rarely
in Cassandra-13939, a conjunction of it and property 2 – last
column is dropped is considered much more interesting (rare)
than a conjunction of any frequently observed properties (e.g.,
a table contains one row and a row contains one cell). In
practice, we rank likely invariants by their inverse violation
frequency, and only report the violation if the conjunction
includes an invariant for the highest ranked five.

6 Architecture and Implementation
In this section, we explain UPFUZZ’s architecture and im-
plementation details. Figure 13 shows the architecture of
UPFUZZ. In the test generation stage (~9k LoC), UPFUZZ
generates a system configuration file for both old-version and
new-version systems and integration test input – a sequence
of user-level commands (e.g., Cassandra SQL commands).
In Old-version Test Execution stage (~7k LoC), the test is
executed on the old-version while UPFUZZ collects feedback
metrics including branch coverage and violated data format
likely invariants over identified TPStates. Based on the col-
lected feedback, UPFUZZ decides whether to add the test
to the test corpus for future test generation and whether to
perform upgrade operation for this test in Upgrade Test Exe-
cution stage (~2k LoC). For tests that are upgraded, UPFUZZ
uses failure detection to detect upgrade failures.
Corpus management: The test corpus maintains tests trigger-
ing new feedback metrics and is divided into three sub-corpus:
Branch Coverage Corpus (with new branch coverage), For-
mat Corpus (violating new data-format likely invariants), and
Version Diff Corpus (violating invariants related to a version
diff). The test mutator selects seeds with a 70% probability
from the Version Diff Corpus, 20% from the Format Corpus,
and 10% from the Branch Coverage Corpus. This approach
prioritizes exploring the testing space near uncommon data
format related to version diff over new branch coverage.
Feedback with TPState analysis: UPFUZZ maintains an
accumulated set of graph patterns produced by TPState analy-
sis, aggregating patterns observed across all tests (analogous
to accumulated code coverage). After each test, UPFUZZ
detects previously unobserved patterns by comparing the pat-
terns from the current execution against this accumulated set.
Specifically, when a test violates a previously unbroken likely

invariant, we mark the test as interesting and add the invari-
ant to the accumulated set of broken invariants. Subsequent
violations of the same invariant are not considered interesting.
The invariant template/conjunction component is extensible
and supports adding new templates when needed.
Upgrade test skip and execution: UPFUZZ skips upgrades
for tests less likely to yield upgrade bugs. Upgrades are al-
ways performed for tests with new feedback. For others, UP-
FUZZ uses a probabilistic model based on mutation depth d:
Pdrop(d) = c · e−k·d , where c = 0.4, k = 0.3. Mutation depth is
the number of mutations from the test’s root in the mutation
tree (randomly generated tests are roots, and the parent of a
test is its seed used in mutation). Randomly generated tests
have a 40% chance to skip, but as mutation depth increases,
skipping becomes less likely as deeper mutations are harder
to generate and more valuable for exploration.
Failure detection: UPFUZZ includes a basic error checker
[80] that detects crashes, exceptions, and error logs. To reduce
the efforts for failure investigation, UPFUZZ groups failures
with similar error logs and exceptions. UPFUZZ also uses its
random input generator to create read commands correlated
with the test’s write commands and differential oracles to
detect inconsistent read results between versions.

7 Evaluation
We apply UPFUZZ to three widely deployed distributed sys-
tems to detect DFI bugs, including Cassandra [4] (peer-to-peer
distributed database), HDFS [70] (distributed file system), and
HBase [5] (master-worker distributed database). Each system
has multiple maintained stable versions and we test full-stop
system upgrade across these versions.
Research questions: We focus on analyzing (1) Bug detec-
tion: whether exploration of incompatibility-related format
properties enables efficient detection of DFI bugs, (2) State
exploration: how well our technique explores incompatibility
related states and properties, as well as (3) Runtime overhead
and false positive rate.
Testbed: We conducted experiments on x86_64 machines
with 192GB ECC DDR4-2666 memory and two Intel Xeon
Silver CPUs (10 cores, 2 hyperthreads each core, 2.20 GHz).
UPFUZZ sets up each system using a cluster of containers
respecting its minimum node requirement: 1 node for Cassan-
dra, and 3 nodes for HDFS and HBase. UPFUZZ parallelizes
test execution with multiple clusters on a physical machine.
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Bug Id Summary Consequence Status Avg Triggering Time
DUPTester Base Base+S DF DF+S DF+VD DF+VD+S

CS-18105 Truncated data comes back after upgrade data corrupt. F × 7.75h 10.16h 5.34h 12.32h 9.26h 8.35h
CS-18108 Data loss after a system upgrade data corrupt. C × 20.88h × 15.59h 18.01h 5.14h 16.83h
CS-19590 Error deserializing mutation when upgrade crash C × × × 14.55h 10.00h 15.59h 6.93h
CS-19591 MarshalException during migration crash R × × × × × × 18.66h*
CS-19623 Illegal RT bounds sequence after migration read err. C × × × × × × 120.00h*
CS-19639 Legacy data read with NullPointerException read err. R × × × × × × 21.20h
CS-19689 Wrong reverse read results after upgrade read inconsist. R × × × × × × 19.95h
CS-20182 Legacy data migration with assertion error crash R × × × × × 18.58h 21.16h
HB-28583 Upgrade crash with InvalidProtocolBuffer crash R × × × × × 20.39h 15.29h
HB-28812 Upgrade crash due to deprecated comparator crash F Up Up Up × Up Up Up
HB-28815 HMaster aborted after upgrade crash C Up Up Up × Up Up Up
HB-29021 Wrong read for legacy data after upgrade read inconsist. F × 0.62h 1.41h 0.57h 1.34h 1.20h 0.33h
HD-16984 Directory timestamp lost during upgrade data loss C × 0.06h 0.06h 0.06h 0.06h 0.06h 0.06h
HD-17219 Wrong count results after upgrade read inconsist. R × 10.53h 7.35h 6.38h 5.14h 4.86h 4.82h
HD-17686 Wrong stat results after upgrade data loss R × 15.49h 17.66h 12.32h 10.27h 13.68h 10.95h

Table 2: 15 new DFI bugs detected by UPFUZZ. F: Fixed. C: Confirmed, R: Reported. × indicates that the bug is never triggered within 24
hours. Star (*) means the bug cannot be triggered consistently within 24 hours and we record the shortest amount of time we observed. Up
means the bug will occur as long as an upgrade is performed with any workload. Each entry reports the average number across 3 runs.

7.1 Detecting New Format Incompatibilities
As shown in Table 2, UPFUZZ has detected 15 data format
incompatibilities, which is a significant number considering
these systems have on average about 1 to 2 DFI bugs reported
each year. 8 of them have been confirmed by the developers
and 3 have been fixed. As revealed in the summary of each
case, these failures often cause severe consequences such as
cluster outage and data loss. In addition to the 15 new DFI
bugs, UPFUZZ also found 23 other new bugs. Among them
7 occur during the upgrade process, while the remaining 16
occur in single version. We present them in Appendix B.

There are three key decision points in UPFUZZ’s design,
namely (1) whether to use data format properties as feedback
to discover new formats, (2) whether to use version diff to
guide testing towards potentially incompatible formats, and
(3) whether to skip upgrade according to the feedback to save
testing resources. Table 2 presents our detailed ablation study
to understand the benefits of these techniques (represented
as DF, VD, S respectively). DUPTester refers to the state-of-
the-art upgrade testing tool for distributed systems [80]. Base
refers to a baseline implementation of UPFUZZ with tradi-
tional code coverage feedback using state-of-the-art fuzzing
techniques, including grammar-aware input mutation [11,82],
configuration mutation [85], and stateful fuzzing [23, 86]. Be-
cause traditional fuzzers, such as AFL [3] and Syzkaller [17],
do not apply to distributed systems, we implemented UP-
FUZZ from scratch. We evaluated UPFUZZ in all settings for
24 hours, with each evaluation repeated three times.
Findings. Our main findings are: (1) Enabling all three
techniques yields the best result: compared to Baseline,
DF+VD+S accelerates the detection of 73% DFI bugs (9
accelerated consistently, and 2 inconsistently marked with
star *). (2) 47% of DFI bugs can only be detected with our
techniques. (3) Upgrade skip is beneficial only when guided
by TPState analysis; without it, skipping can reduce overall

test efficiency when combined with the baseline.
Comparison with DUPTester. DUPTester cannot detect
most DFI bugs because they require unique input to trigger or
a differential test oracle to detect. DUPTester lifts developer-
written unit tests into upgrade tests, enabling highly special-
ized scenarios and assertions. In contrast, UPFUZZ relies on
an input generator and a differential test oracle, and is there-
fore better suited for bugs that require specific persisted states
and cross-version behavioral divergence. Conversely, bugs
that require unit-test-only APIs, special setups, or tightly or-
chestrated concurrency may fall outside UPFUZZ’s current
input model; in these cases, DUPTester is complementary.
We present 3 case studies that illustrate how our techniques
effectively detect new DFI bugs, as well as the limitations.
Bug #3: States captured exclusively by data-format prop-
erties. In Bug #3, an assertion error is raised when the new-
version Cassandra reads the legacy data. This bug is trig-
gered by the following properties of the old version: (1) In
a table, the user drops a column and adds a column with
the same name and a different type. (2) The table contains
data in the dropped column before being removed. These
properties do not trigger new branch coverage and cannot be
rewarded by Baseline. For property (1), there is no branch
comparing the names of the inserted column and the dropped
column. In comparison, when utilizing data-format proper-
ties, because the column and the added column are two ver-
tices in their table’s reference graph, UPFUZZ infers whether
their names are equal (i.e., metadata.regColumns.item ==
metadata.dropColumns.item). Moreover, UPFUZZ triggers
the bug by capturing the conjunction of property (1) and
property (2) (i.e., !columnFamily.cells.size > 0). As a re-
sult, UPFUZZ strategies with DF enabled can trigger this bug,
whereas Baseline fails to trigger it within a 24-hour budget.
Bug #9: States prioritized by version diff. Bug #9 occurs
when the new version HBase replays the Write Ahead Logs
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Bug Id
Avg Trigger Time

Base Base+S DF DF+S DF+VD DF+VD+S
CS-13939 × × 20.59h 16.48h 18.99h 13.41h
CS-14803 11.24h 8.49h 5.40h 2.04h 3.74h 3.35h
CS-14912 15.53h 8.05h 10.93h 14.52h 4.25h 4.59h
CS-15970 5.58h 4.15h 2.32h 1.51h 3.55h 2.21h
HB-22503 × × 15.24h 19.11h 9.79h 14.43h
HB-25902 Up Up Up Up Up Up
HB-26021 Up Up Up Up Up Up
HB-25238 0.07h 0.07h 0.07h 0.07h 0.07h 0.07h
HD-14831 Down Down Down Down Down Down
HD-15624 18.36h 15.35h 16.55h 12.24h 14.96h 5.29h

Table 3: Evaluation of existing DFI bugs. "Up" and "Down" mean
the bug occurs once an upgrade or a downgrade is performed with
any workload, respectively. When computing the average triggering
time across bugs, we use× if any bug is not triggered within the time
budget. DUPTester only triggers HB-25902, HB-26021, HB-28583,
and HD-14831, using the same time as other approaches.

(WALs) of the old version. The failure-inducing condition is
related to a data structure with a Version Delta – the proto-
buf [15] message for restoring snapshots and replaying WALs
with the new version introduced an extra required field. UP-
FUZZ DF does not prioritize such violations, which explores
over 40k distinct format states in 24 hours but fewer than
5% are relevant to cross-version modifications. In contrast,
UPFUZZ with VD prioritizes these relevant states, enabling it
to explore upgrade-related states more efficiently. As a result,
UPFUZZ with VD enabled can trigger the bug, while UPFUZZ
Baseline and DF fail to do so in the 24-hour budget.
Bug #1: Reason for slowdown. In Bug #1, deleted data reap-
pears in the new-version Cassandra when the following com-
mands are executed to the same table in the old version: create
a row, create an index, truncate the table and drop the index.
UPFUZZ Baseline triggers the bug slightly faster because the
critical bug-triggering conditions are reflected in code cov-
erage (e.g., truncating a table directly results in new code
coverage). DF+VD slightly outperforms DF because the in-
dex data structure changes across versions.

We performed the same evaluation on our studied DFI bugs
(2 out of 12 are not evaluated due to deprecated dependencies).
The results show the same trend (presented in Table 3).

7.2 State Exploration
To evaluate UPFUZZ’s ability to explore incompatibility-
related program states, we compared the three different set-
tings and measured the total number of distinct violated likely
invariants observed (and close to version diff). A higher num-
ber of distinct violations indicates UPFUZZ’s ability to cover
more unusual format patterns related to incompatibility. The
results represent the average of three runs.

As shown in Figure 14, testing strategy (DF+VD+S) outper-
forms both DF+S and Baseline across all evaluated systems.
Compared to Baseline, DF+VD+S and DF+S identified on
average 10.9% and 6.4% more distinct likely invariant viola-
tions across evaluated systems, respectively: 13.5% and 9.1%
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Figure 14: The number of violated data-format likely invariants
close to version diff.

System Version Start-up Command Exec.

Cassandra
2.2.19 0.18% 11.44%
4.1.6 0.08% 10.79%

HBase
2.6.0 2.05% 22.03%
2.5.9 0.08% 12.78%

HDFS 2.10.2 11.47% 10.26%

Table 4: Overhead (%) of system start-up and command execution.

more in Cassandra, 13.1% and 7.6% more in HDFS, and 6.1%
and 2.4% more in HBase. Baseline takes about 24 hours to
peak and reach 750, 650, and 1940 violations for Cassandra,
HDFS, and HBase. DF+S takes 17.9, 23.8, and 22.4 hours to
reach the same amount of violations. DF+VD+S speeds it up
to 5 times, with 4.8, 5.6, and 5.0 hours.

7.3 Performance Overhead
To quantify the performance cost of invariant inference, we
measure overhead as the percentage latency increase of
DF+VD+S over the Baseline UPFUZZ. We report overhead
separately for system startup and command execution.

Table 4 shows that invariant inference incurs < 12%
startup overhead and up to 23% command-execution over-
head. Startup overhead is minimal in Cassandra/HBase but
higher in HDFS (11.47%), likely due to metadata serializa-
tion. HBase has the highest command overhead (22.03%),
consistent with Figure 14 where it yields the most violations.
The end-to-end overhead is modest, since command execu-
tion accounts for only a small fraction of the total runtime
compared to system startup and the upgrade process.

7.4 False Positives
We say that a false positive occurs when the failure detector
flags a test as buggy, but manual inspection finds no underly-
ing bug. UPFUZZ achieves a low false positive rate, typically
below 1%. This low rate stems from our failure-detection
design: the differential oracle compares the new version’s
behavior against the old version’s behavior, treating the old-
version result as the testing oracle. Since storage systems
generally aim to preserve user-visible behavior across ver-
sions, most differential mismatches correspond to real bugs.

The false positives primarily arise from non-deterministic
outputs (e.g., SCAN outputs a non-deterministic field: com-
mand execution time) and version-dependent output formats
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(e.g., in Cassandra, the message of InvalidRequest excep-
tions is changed across versions). To mitigate these cases,
UPFUZZ provides a post-processing output normalization
mechanism that extracts semantic content by masking non-
deterministic fields and normalizing version-specific formats.

7.5 Applying UPFUZZ to New Systems
Applying UPFUZZ to a new system mainly requires (1) devel-
opment of a system-specific input and configuration generator,
along with scripts to perform upgrades, and (2) adaptation of
UPFUZZ’s data flow analysis. The steps in (1) are common to
fuzzers for complex systems, such as Syzkaller [17].

For step (2), UPFUZZ relies on static analysis (Soot [16])
to identify TPStates and place selective monitors. In systems
that use reflection or dynamic class loading, the static call
graph can be incomplete, which may cause UPFUZZ to miss
some TPStates unless we supplement it. In practice, porting
typically requires lightweight annotations for system-specific
I/O sinks (beyond UPFUZZ’s built-in common write APIs)
and for a small number of hard-to-resolve call-graph edges.
To further reduce manual effort and missed paths, UPFUZZ
can incorporate a dynamic call graph collected from unit-test
execution to complement the static call graph.

Optionally, users may tune hyper-parameters, such as the
array sampling rate during invariant inference. Typically, in-
tegrating a system into UPFUZZ takes a graduate student two
weeks, enabling automated testing across multiple versions
after this one-time setup. We expect UPFUZZ to be used for
each release version of the target system.

8 Limitations and Future Work
UPFUZZ currently targets a limited set of upgrade scenarios:
our evaluation focuses on full-stop upgrades on small clus-
ters and does not cover all real-world settings (e.g., rolling
upgrades, larger clusters, or background tasks such as com-
paction and rebalancing). Extending UPFUZZ to these scenar-
ios is a direction for future work.

9 Related Work
Performing Upgrade Safely: Researchers and industry prac-
titioners have proposed and adopted many robust approaches
to perform system upgrade [7,8,20,21,34,50,56,67]. Modular
Upgrade and Canary Deployment. Modular Upgrade [20, 21]
and Canary Deployment [8] enable safe upgrade by gradually
rolling out an update to the entire cluster. Unfortunately, they
typically take a significant amount of time [6] and prevent fast
upgrades which are desired in many scenarios (e.g., deploying
a fix to eliminate service outage).
Reverse Protocol Engineering. Dynamic data format anal-
ysis has been investigated in the context of network mes-
sages [26, 27, 32, 47, 51, 60], typically referred to as reverse
engineering of protocol syntax. However, these techniques
often incur high overhead, making them unsuitable for inte-
gration with fuzz testing in large-scale cloud systems [83, 84].

They infer message formats through data flow analysis: either
taint tracking the data flow from an input stream [27, 32] or
reconstructing the data flow to an output stream with recorded
instruction-level execution trace [26], which often incur two
to three times execution slowdown. In addition, they aim to
reverse engineer the complete data format by inferring dis-
junctions of format patterns instead of conjunctive ones.
Feedback-Based Testing: Feedback-based fuzzing [2, 3, 13,
17, 24, 29, 30, 37, 39, 41–43, 46, 49, 53, 58, 62, 64, 65, 69, 74–
76, 79, 81] has been proven to be effective in generating bug-
triggering tests. Recent work [30, 54, 58, 88] have applied
feedback-based fuzzing to distributed systems. However, they
use network messages and code coverage as feedback, which
are oblivious to data formats. A recent work, INVSCOV [37],
leverages likely invariants as feedback to guide fuzzing. In
comparison, UPFUZZ differs in three important ways. First,
to mitigate state explosion, INVSCOV restricts inference to
likely invariants over directly referenced program variables ac-
cessed within the same basic block, which is often insufficient
to detect DFI bugs. Second, UPFUZZ supports the structural
conjunction of likely invariants and employs a frequency-
based reduction strategy to control state explosion. Third, IN-
VSCOV mines its set of likely invariants offline from unit tests
and reuses this set during fuzzing, whereas UPFUZZ performs
inference online, continuously discovering properties during
fuzzing and thus avoiding dependence on a pre-computed set.
Crash Consistency Testing: Crash consistency testing
tools [44, 45, 48, 52, 59, 66, 77, 78] inject crashes at differ-
ent execution points and check whether recovery preserves
crash-consistency guarantees (e.g., atomicity/durability in-
variants) within a single software version. Crash consistency
and DFI testing are complementary: crash consistency checks
crash/recovery correctness within one version, whereas UP-
FUZZ targets cross-version failures when state written by
version A is later read by version B after a format change.

10 Conclusion
We present UPFUZZ – the first systematic testing engine for
data format incompatibility bugs in the distributed system up-
grade procedure through feedback-based fuzzing. We propose
transitively persisted state analysis, an analysis that captures
data format properties of in-memory representation of per-
sisted system state and associate them with changed data
formats, to guide feedback-based fuzzing. Evaluation shows
UPFUZZ is able to explore data formats related to format
change and detects unique upgrade failures induced by data
format incompatibility bugs.
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A Slow Upgrade Procedure
We investigated four widely adopted distributed systems (Cas-
sandra [4], MongoDB [14], HBase [5], HDFS [70]), and the
time duration of their upgrade procedure (with minimum
workload) varies from 5 seconds to more than 2 minutes.
Our analysis shows that many time-consuming tasks during
upgrade are difficult to avoid using generic approaches. In
particular, our investigation reveals the following typical tasks
performed during upgrade: (1) flushing data, (2) coordinated
shutdown, (3) process initialization (e.g., process setup, JVM
class loading), (4) configuration loading and setup, (5) system-
specific health testing, (6) disk checking (e.g., access privilege
checking, fsck), (7) system-specific initialization and data
loading, and (8) membership establishment. Though theoreti-
cally possible, skipping each of these tasks typically requires
customized source code changes, which is ad-hoc and could
leave the system in an undefined state.

System Versions Time

Cassandra 2.2 to 3.0 31s
HDFS 2.10 to 3.3 145s
HBase 2.6 to 3.3 90s
MongoDB 5.0 to 6.0 5s

Table 5: Upgrade duration with minimal configuration.

B Other Detected New Bugs

Ticket Simplified Summary Status

CS-18644 IndexOutOfBounds during migration C
HB-28167 HMaster crashes due to NPE C
HB-28590 NPE after upgrade R
HB-28659 NPE in HMaster (setServerState function) R
HB-28912 NPE when there’s network delay with HDFS R
ZK-4748 BufferUnderflowException during upgrade R
HD-17163 IOException during upgrade R

Table 6: 7 new non-data format bugs detected by UPFUZZ.

In addition to the new data format bugs, UPFUZZ also found
23 other new bugs. Among them 7 are upgrade bugs not due
to data format incompatibility (Table 6), while the remaining
16 could only occur in single version (Table 7).

C Monitoring Point Identification
The detailed algorithm is shown in Algorithm 1: During back-
ward data flow analysis, once it identifies a modification site
of a transitively persisted state, it performs a forward con-
trol flow search to find the control flow merge point with the
state’s serialization site.

D Data-Format Likely Invariant Templates
Table 8 lists all the types defined in data description calculus,
as well as corresponding data-format likely invariant tem-
plates.

x : τ | e (Constrained Type) refers to a piece of data x of

Ticket Simplified Summary Status

CS-18636 Unknown keyspace after dropping a keyspace C
CS-18843 NPE when typing an incorrect query statement C
CS-18897 NPE in getHostId during system start C
HB-28105 NPE in QuotaCache if Table is dropped from cluster F
HB-28109 HMaster crash during start up F
HB-28125 list_quota_table_sizes returns wrong results R
HB-28159 Table state fetch error during table initialization R
HB-28545 Worker thread gets stuck during TRUNCATE R
HB-28660 list_namespace returns wrong results C
HB-28187 NPE when flushing a non-existing column family F
HD-16360 Remove local root dir without protection R
HD-17169 Incorrect result format of du R
HD-17174 Wrong side effect of checksum command R
HD-17176 EOF during shutting down R
HD-17206 Quota not working when appending a file R
HD-17207 Wrong REM_DISK_QUOTA when exec COUNT R

Table 7: 16 new single version bugs detected by UPFUZZ. F: Fixed.
C: Confirmed, R: Reported.

Algorithm 1: Monitor Location Identification.
Input: statements: Program statements.
Input: DiskOp: Disk I/O Operations.
Output: M : All monitor locations.

1 stmt← statements.end();
2 ob jSet,serSites← /0, /0;
3 while stmt ̸= statements.start() do
4 if stmt ∈ DiskOp then
5 foreach ob j ∈ stmt.getArguments() do
6 ob jSet.add(obj);
7 serSites.add(stmt);
8 if stmt is a field access in form ob j1 = ob j2.getField(f) and

ob j1 ∈ ob jSet then
9 ob jSet.add(ob j2)

10 if stmt modifies ob j and ob j ∈ ob jSet then
11 s← stmt;
12 c← stmt.getCallerFunction();
13 while !reachable(s,serSites,c) do
14 s← c.getCallSite();
15 c← s.getCallerFunction();
16 M .add(s);
17 ob jSet.remove(ob j);
18 stmt← stmt.prev();

type τ with constraint e. Since e is developer-specified, we
derived a set of such constraints, such as whether a serialized
value being 0 and whether a serialized reference being null,
from our case study. We refer to these particular conditions
as Special Value Likely Invariants.

τ seq(τs,e,τt) (Sequence Type) refers to a sequence of
items of type τ, where τs represents the separator’s type, e the
terminating condition (e.g., sequence length limit), and τt the
look-ahead type check. Type Check Likely Invariant captures
an item’s type τ and is derived from the sequence type’s in-
trinsic semantics (τs and τt are not supported because they are
less error-prone according to our study). Boundary Condition
Likely Invariant checks whether the current offset has reached
a boundary (xo f f set >= b), which is an error-prone terminat-
ing condition revealed in our study. In addition, we use Bound-
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DDC Type Semantic Invariant Example Supp?

x : τ | e Constrained Type A piece of data x of type τ with con-
straint e.

Special Value x = 0; x = 1; x = null; x = ””; x =
true; x.length() = 1.

✓

τ seq(τs,e,τt) Sequence Type

A sequence of items of type τ. Boundary Condition xo f f set >= b ✓
τs: separator’s type. Boundary Distance |xo f f set −b|>= c ✓
e: terminating condition. Type Check x.getClass() ∈ {τ1,τ2, ...} ✓–

τt : look-ahead type check.
Σx : τ1.τ2 Dependent Sum Type A pair: second’s type depends on

first’s value.
Type Decl. Update x.getClass() ∈ {τ1,τ2, ...}updated ✓

µα.τ Recursive Type A recursive data structure. In-/Out-Degree len(x.children) = 0; x. f == null. ✓

τ1 + τ2 Sum Type Data matching either τ1 or τ2. Inv. Disjunction INV1(x)||INV2(x) ✓

τ1 & τ2 Intersection Type Data matching both τ1 and τ2. Inv. Conjunction INV1(x. f1)&&INV2(x. f2) ✓

absorb(τ) Active Type Parses a value of τ without returning
anything.

Type Check x.getClass() ∈ {τ1,τ2, ...} ✓

scan(τ) Active Type Scans the input for data that
matches τ within a boundary.

Boundary Condition xo f f set >= b ✓
Boundary Distance |xo f f set −b|>= c ✓

compute(e : σ) Active Type Compute a value of type σ using ex-
pression e.

Equivalence object.equals(x, y) ✓

λx.τ and τe Parameterized UDF Type Abstraction and application to pa-
rameterize user-defined types.

Type Expr. Check x.getClass() ∈ {τ1,τ2, ...} ✓–

C(e) Parameterized Base Type A base type C parameterized by ex-
pression e.

N/A N/A N/A

unit and ⊥ Terminal Types Parse success and failure. N/A N/A N/A

Table 8: Data Description Calculus and Data-Format Likely Invariant Templates. Bolded invariants match conditions in default DDC
semantics. Italic invariants are derived from real-world case studies. x and y are variables of primitive type or reference type. INV (x) is a likely
invariant over x. x. f is a data member of x. b is a boundary and c is a constant representing the smallest distance observed. {τ1,τ2, ...} refers to
a set of types and {τ1,τ2, ...}updated a set of types modified in the new version. ✓–means partially supported.

ary Distance Likely Invariant, which measures the distance
between the current offset and the boundary (|xo f f set −b|), to
speed up the fuzzing process to break Boundary Condition
Likely Invariants.

Σx : τ1.τ2 (Dependent Sum Type) refers to a pair where
the second’s type depends on the first’s value. One particular
application of Dependent Sum Type is class definition: a class
definition is a sequence of pairs where the first value is a class
member’s name and the second value is the member’s type.
Type Declaration Update Likely Invariant captures whether
a serialized object’s class declaration is modified in the new
version (x.getClass() ∈ {τ1,τ2, ...}updated).

µα.τ (Recursive Type) refers to a recursive data structure.
In-/Out-Degree Likely Invariants captures certain graph prop-
erties of this recursive data structure, such as the number of
children (len(x.children) = 0, x. f == null).

τ1 + τ2 (Sum Type) refers to data matching either τ1 or τ2.
Its semantics yield Invariant Disjunction (INV1(x)||INV2(x))
when multiple likely invariants are observed over a variable.

τ1 & τ2 (Intersection Type) refers to data matching both τ1
and τ2. Its semantics yield Invariant Conjunction (INV1(x. f1)
&& INV2(x. f2)) of likely invariants over different data mem-
bers of an object.

Active Types – absorb(τ), scan(τ), compute(e : σ) – de-
scribes certain computations during parsing. Likely invari-
ants derived from absorb(τ) and scan(τ) have been explained.
compute(e : σ) represents a value computed from some
parsed value using the expression e. One example is a search

index built from a sequence of records inside distributed
storage. Equivalence comparison is often performed when
constructing or parsing such indexes, from which we derive
Equivalence Likely Invariant (object.equals(x,y) ).

λx.τ and τe (Parameterized User-Defined Type) represent
abstraction and application to parameterize user-defined types.
One example is a type parameter used in a Java generic class
– Type Expression Check Likely Invariant, which is captured
the same way as Type Check Likely Invariant. C(e) (Param-
eterized Base Type) represents a base type C parameterized
by expression e. It is not supported because our current im-
plementation is on Java-based systems that do not support
parameterized base types (e.g., Int and String cannot be pa-
rameterized).

unit and bottom(⊥) are terminal types representing parse
success and failure. They do not have corresponding likely in-
variants because they do not have in-memory representations.

E Equivalence Likely Invariants Inference

To infer equivalence likely invariants, we compute a Com-
parable Set for monitors: if two program states identified in
§5.1 are compared explicitly using object.equals(x,y)
or stored in a comparable collection (e.g., a set, a map’s
keys) anywhere in the program, they belong to a compara-
ble set. When any of their monitors are triggered, we check
whether the other program state is visible in the same con-
text and infers Equivalence Likely Invariant by applying
object.equals(x,y) to them. For example, if a prior test
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infers the invariant obj.f1 == obj.f2, and a subsequent test
determines that obj.f1 == obj.f2 == obj.f3, the invariant is
violated and updated. If another test finds that obj.f1 != obj.f2,
the invariant remains unchanged. At each step, we maintain
the largest subset of equivalent states to ascertain whether a
special equivalence relationship between two variables has
been previously observed.
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